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FRIEND. 


► 


\ 


A 




r- 

VD 


If 


r 




Message is sent to 
JBSCRIBER with subject 
riced "contact" to enable i 
discertation from other 
pilviledged email 


\ 

O 

■ f— 


co I 









701 



702 




FIG. 7A 



Request Connection 




Accept 
Connection 


► 








loop and send next 
recipient email address 


► 
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confirm/deny ability to 
process recipient 








Send message body 
and mark end of 
message 


► 


send message to one or 
more recipients 
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Sender-SMTP 
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Request Connection 
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Connection 
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Store 'FROM* address 
for later use. 
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loop and send next 

recipient email address 




1, 



perform SMTP industry- 
standard confirmation. 



normal rejection - 



FIG. 7B 



normal acceptance 
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Send email address of 
FROM and RECIPIENT 
and request identification 

from spam processor 




Return identification as 
FRIEND or SPAMMER 
and accompanying error 
message 


► 


4 



embed the error message 
passed from the SPAM . 
PROCESSOR 



FRIEND 
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SPAMMER 
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Confirm 




Reject 


ability to 




ability to 


process 




process 


recipient 




recipient 


email 




email 
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WBM 
Process 



Send messag body 
and mark end of 
message 




sendm ssaget 
recipients id ntifying this 
sender as FRIEND 
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902 



Using FROM email address 
supplied, loop through each 
line of the ASL until there is a 
pattern match in this field 



email pal tern 



Execute 



mom Oat ».net 



sales @a< me.com 
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Get Condition- 



Once there is a 
pattern match, 
execute the condition 
based on the code in 
this field 

s 



903 



conditio i 



fnhn@home.com 
*@aol.com 



always 



activerarge 

(2/5720CV, 

675/2004 



GetActton- 



ASL Table 

action If true 



(exapnple) 

Comment 



before 
(12/1/2003) 



always 



blackholeQ 



activerange 
(3/1 4T, 3/20/*) 



always 



friend 



friend 



If the condrtton returns TRUE, 
execute the action based on 
the code in this field and exit 

by returning the value that 
was resulted from this action. 

If condition returns FALSE, 
continue looping through each 
email pattern. 



this is my mom so she's always a friend 



friend 



email (SPAMMER, 
'noaoLtxp 



emailtmother (SPAMMER, 

blacklists, 

abuse@%domain% 

%SENDER%, 

admin @ spamkapu.com) 



After 12/1/2003, 1 do not want messages from 

this address 

email we get from aol gets send back with an 
explanation ' 



friend 



errormsge(spammer, 
contacttxt, 550), exec( 
setwbm(spammer, 48) ) 



I'm working with this businessperson only from 
Feb 5 to June5 



run a 3rd party software, mark as a spammer, 
send a standard message to the system's 
administrator, and mark it as coming from 
spamkapu's administrator 
my birthday falls on 3/17, so from 3/14 to 
111 let anyone pass through to wish me a 
happy birthday, 



.3/20, 



mark as spammer, send "here's how to 
contact usf message, return "No such user" 
error, initialize WBM, expire in 48 hrs 



jxecute 



condition syntax 



Condition Table (example) 

description code 



always 



activerange 



runcode 



blackhole 



before 



always 



activerange (low 
date, high date) 



njncode(filename) 



blackholeQ 



before(date) 



return true always 



true if today is within a range 



runs long and lengthy code 
program 



3rd party software to check 
against a blackhole list 



true if today is less than date 



return(true) 

if today >=%1 and today 
<=%2 then retum(true) 



exec(file.pl) 



exec(blackhole.exe) 



Action Table (example) 



if today <*%1 then 
return(true) 



email 


email(ident, file) 


return parml as identifier, get 2nd parameter as a 
filename, translate and email it. 


errormsg 


errormsge(ident, file, 
errorcode) 


return parml as identifier, get 2nd parameter as a 
filename, translate and return it as the error code 


external 


exec(file) 


execute 2nd parameter as an external 3rd party 
software package and return its result as the 


mailrtn 


emailtmother (ident, 
filename, to, from) 


return parml as identifier, get 2nd parameter as 
filename of message text, send it as an email to 4th 
parameter, and use 3rd parameter as FROM 


friend 


retum(SPAMMER) 


return value as FRIEND, no parms needed 


spammer 


retum(SPAMMER) 


return value as SPAMMER, no parms needed 



